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● If users lose their private keys they 

lose their related access rights to their 

digital assets and digital identity on 

the blockchain

● Even when they have their keys KYC / 

AML aren't automatically guaranteed

● "Smart Contracts" aren't legally 

binding without "EU e-ID".

● Need to offer users a way to recover their 

accounts and sign legal transactions on 

public blockchains

● BUT high regulatory and security risk of 

saving the private keys of the user 

● Permissioned architectures concentrate 

power duplicating flawed central approach

The Key Dilemma 



Secure Key Recovery 

SDK  with EIDAS:

A Bridge to Legally-

Binding Compliant 

Blockchains in the EU

Smart Distributed Key Recovery (SDKR) 

system allows users to securely backup and 

recover cryptographic keys using only their 

EU legal identity. Our SDK allows for client-

side, secret sharding and encryption. 

SDKR provides a blueprint for uniting EIDAS 

with self-sovereign identity frameworks and 

eliminating regulatory uncertainty for 

businesses and citizens on public 

permissionless blockchains.



Key Backup Process
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1. Authentication 2. Sharding & Encryption 3. Secure Storage 

SDKR - How it works

ID CARD 
(NFC)



Key Recovery Process
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XSC Smart Wallet 

Easy Crypto Payment

●Easily send and receive XSC

●Store your XSC and ETH

● Intuitive handling and navigation

●Simple overview of holdings

●Transparent transaction history
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Tokenizing Real Estate | Blockchain Technology | EU-Compliant Investing



Launch: April 2017

- 800k beneficiaries
- 3 countries
- $8 million savings / year

UN WFP - Building Blocks
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The next-generation marketing, funding, and reporting tool for non-

profit organizations, seamlessly connecting donors with charitable 

projects and beneficiaries. Blockchain technology allows introducing 

a new era of transparency, efficiency, and effectivity

to the aid industry.
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The Problem 

Donors

Beneficiary

Admin Costs ?

Organization

? ? ?
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SmartAid Solution 

Effortless
Donation Experience 

Transparent
Donation Experience 

Engaging
Donation Experience 
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Effortless Donation Experience 
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Engaging & Transparent Donation Experience 
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Bank Account
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Bank Account

ERC-20 Token Contract 
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ERC-20 Token Contract 

Bank Account
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Budget/Tokenmanagement Interface

Administration Project 1 XX
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Building the Enterprise Blockchain.
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Future Plan 

2.0
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Urban Hijau 

Saqib Sheikh, 
Co-founder Urban Hijau 
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Urban Hijau  x R-Coin 
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2021

Donor   
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2021

Donor   
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2022/3

Donor   
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Community Currencies  

● 12x-18x impact than traditional 

cash-voucher programs 

● Funds stay in the community 
● Impact direct measurable  



Thank You! 
Together we can make this world a 
better place for everyone. 

www.smartaid.digital

http://www.smartaid.digital

